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Search... ¥ Quick Searches ¥ Add Fiter | Save Crteria [ Save Results , Cancel . False Posiive Rules ¥ Actons ¥ o
Quick Filter = Search
Start Time | 9/24/2018 - 900PM  -|EndTime | 10812018 -] 1200AM - | Update
View: | Select An Option: |~ Display: | Custom |~ Results Limit | 2,147,48 | %
Completed
Using Search: Mimecast [TTP]
Current Filters:
mc_event_category (custom) is any of [ttp_url or ttp_attachment or tp...  (Clear Filter)
¥ Current Statistics
Total Results 64 (547K Total) Compressed Data Files Searched ~ 0(0BTota)  Duration  185.989ms
Data Files Searched 39,836 (233.1MB Total)  Index File Gount 0(0BTota)  More Detais
Records Matched Over Time
Reset Zoom 9125118, 2:36 AM - 9126/18, 6:22 PM §
s
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t4de Gharts)
me_event_category = Event Source Source Destinat | Destination
ey me_event id (custom) Log Source Time Start Time Event Name oot LowLevel Category S Sguree Dest T Username Magnitude
tto_impersonation  ttp_imporsonation S0p 26, 2018, 4:54:09 PM | Sop 26, 2018, 4:54:13 PM  mc_ovent t impersonation protect 1 Potential Web Exploit 169... 0 NA —
tto_impersonation _ ttp_impersonation Sep 26,2018, 4:31:28 PM_ Sep 26, 2018, 4:31:31 PM  mc_event tp impersonation protect 1 Potential Web Exploit 169... 0 NA —_—
tio_impersonation _ ttp_impersonation Sep 26,2018, 4:25:30 PM _ Sep 26, 2018, 4:25:35 PM _ mc_event tp impersonation protect 1. Potential Web Exploit 169... 0 NA —
tto_impersonation _ tip_impersonation Sep 26,2018, 3:51:24 PM_ Sep 26, 2018, 3:51:33 PM _ mc_event ttp impersonation protect 1 Potential Web Exploit 169... 0 NA —_—
tp_url tp_uri Sep 19, 2018, 5:05:04 PM | Sep 26, 2018, 3:34:56 PM | mc_event ttp url protect 1 Web Policy Violation 169... 0 NA -
_url ttp_ur, Sop 19,2018, 503:21 PM _ Sap 26, 2018, 3:34:56 PM _ mc_ovent ttp url profect 1 Web Policy Violation 169... 0 NA [~
tio_un tp_ur Sep 19,2018, 5:02:30 PM | Sep 26, 2018, 3:34:56 PM | mo_event ttp ur protect 1. Web Policy Violation 169... 0 NA -
tio_url tp_uri Sep 19,2018, 5:01:36 PM_ Sep 26, 2018, 3:34:56 PM _ mc._event ttp ur protect 1. Web Policy Violation 169... 0 NA —
tip_url tp_uri Sep 19,2018, 4:59:51 PM _ Sep 26, 2018, 3:34:56 PM _ mc._event ttp url protect 1 Web Policy Violation 169... 0 NA -
to_url tp_url Sop 19,2018, 4:58:02 PM | Sop 26, 2018, 3:34:56 PM_ mc_event t urlprotect 1 Web Policy Violation 169... 0 NA -
tip_url tp_ur. Sep 19. 2018, 4:54:50 PM_ Sep 26, 2018, 3:34:56 PM_ mo._event ttp ur protect 1 Web Policy Violation 169... 0 NA -
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Construction du graphe
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Description des métriques

Normalisée : division par la valeur maximale

Path_length : Profondeur du dossier dans lequel s'exécute le processus dans l'arborescence des fichiers.
Common_Directory : Nombre de processus s'exécutant dans le dossier en question

Different_Directory : Nombre de dossiers différent dans lequel un exécutable est appelé

Frequency : Nombre de fois ou un exécutable est lancé dans la base de log

Producer : Nombre de processus déclarant cet éditeur comme le leur

Hash : Le score de ce hash trouvé sur VirusTotal :

Non normalisée : prise en létat

e  Childs : Nombre de processus fils.


https://www.virustotal.com/

Métriques et score d’anomalie
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Clusterisation
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Interface graphique
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Process exec  svchost.exe
Process c:\windows\system32\svchost.exe -k netsves -p -s Schedule
Process path  C:\Windows\System32\svchost .exe

Command line  c:\windows\system32\svchost.exe -k netsvcs -p -s Schedule

Host DESKTOP_AKTI686_cybersoc_lab
Editor Microsoft Corporation
Hash B868487F 8EDBDA571038D89573FA87BFEACIDAT90652344AFD351B1868EARF 8B
PID 1492
GUID {5350CD6C-4EE2-5FBD-2500-000000002700}
St 2020-11-24 19:20:51.000 CET i

Tue. 24 November 2020 - 19:20 51s
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